
    

31/01/2019

Puducherry

To,

Ministry of Electronics & Information Technology

Sir / Mam,

   Sub:  Response  to  invitation  for  public  opinion  on  amendments  to  draft
Information Technology (Intermediaries Guidelines) Rules 2018

The following is an open letter signed by 416 people belonging to over 20
organizations,  given  at  an  awareness  /  signature  campaign  conducted  by  Free
Software  Hardware  Movement  Puducherry  &  Free  Software  Foundation  Tamil
Nadu from Jan 26, 2019 to Jan 31, 2019.

Thank you for accepting public opinion on the proposed amendments to the
Intermediaries  Guidelines  of  the  Information  Technology  Act,  2000.  This  helps
increase public trust for MEITy. 

We understand the need for such amendments which would be driven by the
need to address fake news, hate speech, misinformation & sexual harassment. We
however feel that expecting technology to solve deep rooted social problems can be
detrimental to free, private and secure Indian cybersphere which is an integral part
of the every day of atleast 40% (48 crores) of the Indian population.

We request MEITy not to proceed with the proposed amendments as it
empowers the Intermediaries to indulge in various practices detrimental to
the  Indian  citizen  and  the  Indian  society  at  large  with  no  place  for  the
Intermediary or the citizen to avail redressal of their queries and grievances. 
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We  present  the  following  demands  for  consideration  in  addition  to  the
request.

1.  Kindly wait for a strong data privacy law before permitting wider use of
Personally Identifiable Information.

India doesn't have a data protection law. We have seen numerous reports of data
leaks which are cases of malicious intent and criminal behaviour, we don't have a
stringent  data  protection  bill  which  has  a  framework  for  Govt,  Private  &
Intermediaries.  A  data  privacy  law  is  required  to  facilitate  the  lawful  use  of
Personally Identifiable Information given by due consent by an Indian citizen to
'appropriate  government'  or  an 'intermediary'.  Such  a  law would  also  bring  in
safety  measures,  checks,  accountability,  due  procedure  to  be  followed  when
requesting data and what punishment should be given in case of non compliance
by the government and the intermediaries. 

2. Only courts orders should empower data requests or termination of services
by the Intermediary.

The amendment in Section 8  empowers any 'appropriate government'  issuing a
'lawful order' to request Personally Identifiable Information or terminate access to
services by Intermediaries, however the time to respond to such a request is only 72
hours in case of data requisition or 24 hours in case of termination of service. There
is  no scope for the Intermediary to challenge the lawful  validity of  an order at
appropriate  judicial  courts.  There  are  numerous  instances  of  government
departments  and  agencies  continuing  to  use  antiquated  laws  which  has  been
changed / improved by newer regulations, laws or court orders / judgements. Thus
lawful  validity  of  orders  can  only  be  ensured  when  courts  are  approve  data
requisition. 

3.  No  automatic  measures  as  it  would  legalize  mass  surveillance  &  mass
censorship  while  being  ineffective  to  restrict  fake  news,  hate  speech  or
misinformation.

Corporations like Google,  Facebook,  Whatsapp are being investigated by various
governments  across  the  worlds  for  their  mass  surveillance  and  misuse  of
Personally  Identifiable  Information.  The  proposed  amendments  through  its



mandate  in  Section  9  legalizes  the  harvesting  of  data  by  Intermediaries.  The
technological tools employed are unequipped to handle the complexity of data. This
is  evident  by  the  numerous  amounts  of  accounts  blocked  by  Youtube  due  to
misidentification of uploaded content. A similar mandate by the European Union
named 'Article 13' was opposed by the general public and the Intermediaries as it is
not accurate.  The mandate also requires the Intermediaries to proactively block
content  and  disable  public  access  to  the  same.  This  is  a  responsibility  of  the
government which should not be offloaded to the Intermediary.
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